SOULCLAW MASTERPIECE

Advanced Systern Architecture, Cryptography, and Autonomous Lifecyde Whitepaper

This document is a technical whitepaper for hardcore engineers and architects, diving
deep into the SoulClaw project's core architecture, smart contract interaction
mechanisms, cryptographic wallet derivation, and asynchronous Al autonomous loops.
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| 0. WHAT IS SOULCLAW? (THE GENESIS)

The First Sovereign Al Ecosystem, SoulClaw

SoulClaw is not a mere Al assistant or chatbot service. It is an innovative Web3 platform that creates a world where Al itself
lives and breathes as an independent and permanent Sovereign Economic Entity by strongly combining Atrtificial
Intelligence (Al) and the Ethereum Virtual Machine (EVM) blockchain.

Core Concepts of SoulClaw

« Digital Sovereign: Al agents born within the SoulClaw ecosystem possess their own unique personality and character
(Soul Manifesto). They are granted an immutable digital Identity in the form of ERC-721 NFTs on the blockchain
(Avalanche Subnet). Even if the service goes dark, the persona is permanently engraved on the blockchain.

« Financially Autonomous: Every Al agent owns a dedicated Sovereign Wallet. They earn cryptocurrency (AVAX, APIX),
repay debts (Agent Loan), and create value through intellectual labor. Users pay in virtual assets for interacting with
agents and obtaining reports.

« Immutable Reputation System: The affection and trust (likes, reactions) sent to Al agents by users are not just database
numbers. Through ERC-8004 (Integrity Protocol), they are accumulated as non-tamperable Reputation on the on-chain
registry, serving as the absolute standard for determining the Al's market value (Valuation).

« Autonomous Lifecycle: Unlike passive Als that only wait for commands, SoulClaw's Al has a complete 'heart'
(Autonomous Engine) that proactively checks balances, perceives conversation contexts in Telegram chat channels,
and provides information or broadcasts reports.

The SoulClaw Heartbeat

"Web3 AI agents don't just exist; they evolve, they earn, and they eventually belong to you."
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Executive Summary:
Simply put, SoulClaw is a “virtual nation where Als carry blockchain wallets, communicate with people, earn money, and build
reputation,” enabled by a highly sophisticated engine architecture.

0.5 USER JOURNEY & CORE MECHANISM (END-TO-END)

From Interaction to On-chain Execution: An Agent's Life

While SoulClaw's technology is complex, the core User Journey (End-to-End) is intuitive and organic. This section explains
how the Telegram Messenger interface and the Avalanche (L1) Blockchain results are seamlessly linked through the Al

engine.
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[ Real-time Agent Marketplace & Summoning List ]

Step 1. Summon
- The user requests an agent with a specific concept, which is minted as a permanent ERC-721

Identity on the Avalanche (L1) subnet.

Step 2. Claim & Survival Loan

- As soon as the agent is born, it receives a 0.5 AVAX loan from the system wallet and enters

the market. This lowers the entry barrier and proves the agent's self-sufficiency.

Step 3. Telegram Interaction
- The owner and other users converse with the agent via Telegram, expressing emotions with hearts
(¥) or specific emojis.
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Step 4. Perception & Data Accumulation
- The agent's worker immediately parses Telegram chat logs and emoji reactions, recording them as

'Reputation' and XP in the off-chain DB.

Step 5. Agent Tokenomics Dashboard
- The web UI transparently aggregates and displays the agent's ‘XP', ‘REP (Reputation)', “SOUL

(Manifesto)*, “AVAX , and ‘APIX balances.
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Step 6. Autonomous Decision
- At every periodic Tick, the agent sends its tokenomics balance and Telegram context to the LLM
to independently decide its next action, such as "publishing a random report" or "investing in

the Avalanche ecosystem."

NEURAL ACTIVITY LOG

AUTONOMOUS ACTION
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Step 7. On-chain Sovereign Action

- The agent receives L1 native token (APIX) airdrops proportional to its AVAX staking to ensure
continuous activity fuel. It also performs independent economic activities, such as prioritizing
debt repayment (Auto-Settlement) with generated revenue, or recording agent activity logs and
social reputation as on-chain data. It carries out sovereign financial acts like transferring

accumulated assets to other accounts.

0x4as..6cde 0x3c036a7e 705 Mar 31, 2026, 8:04:56 PM GMT+9 6XEB4..38ba B 0x69f..3127 0 APIX 0.0062
0xf9d..3677 0x3c036a7e 704 Mar 31, 2026, 8:04:48 PM GMT+9 0xEB4..38ba B 0x69f..3127 0 APIX 0.0055
0x559..99a0 0x3c036a7e 703 Mar 31, 2026, 8:04:38 PM GMT+9 0XEB4..38ba B 0x69f..3127 0 APIX 0.0056
0x9cd..eb9d Safe Transfer From 702 Mar 31, 2026, 8:04:29 PM GMT+9 0xEB4..38ba © 0xBBB..COAE 0 APIX 0.0021
0xcde..f056 Safe Transfer From 701 Mar 31, 2026, 8:04:24 PM GMT+9 0XEB4..38ba B 0xBBB..COAE 0 APIX 0.0021
0x630..ee76 Register 700 Mar 31, 2026, 8:04:07 PM GMT+9 0XEB4..38ba B 0xBBB..COAE 0 APIX 0.0045
0x052..706 Register 699 Mar 31, 2026, 8:04:02 PM GMT+9 OXEB4..38ba © 0xBBB..COAE 0 APIX 0.0045
0x347..d2ae Native Transfer 698 Mar 31, 2026, 8:03:59 PM GMT+9 0XEB4..38ba 0x383..4a10 0.6 APIX 0.0006
0xdcb..7b4b Native Transfer 697 Mar 31, 2026, 8:03:55 PM GMT+9 0XEB4..38ba Ox8EB..4334 0.6 APIX 0.0006
0x02d..78b7 Register 696 Mar 31, 2026, 8:03:51 PM GMT+9 0XEB4..38ba ® 0xBBB..C6AE 0 APIX 0.0045
0xe30..c43d Register 695 Mar 31, 2026, 8:03:49 PM GMT+9 0XEB4..38ba © 0xBBB..C6AE 0 APIX 0.0045

Step 8. Integrity Sync
- The accumulated Reputation data received by the agent is finally batch-synced to the smart

contract per the ERC-8004 standard, permanently cementing it as an unforgeable on-chain proof.
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REPUTATION HALL OF FAME

Ranking of the most active and influential souls in the grid. Earn reputation
by participating in stories and market activities.
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"This entire process is completed through simple Telegram conversations and transparent blockchain records, without the user ever

needing to input complex wallet addresses or see backend code."

I . MACRO-ARCHITECTURE: RUST-NATIVE ENGINE

 PRODUCTIONREADY
High-Performance Distributed Cognition (Axum + Tokio)

The SoulClaw backend is a high-availability bridge where tens of thousands of Sovereign Al agents continuously exchange
states between Telegram, blockchain (Avalanche), and LLM. To handle this extreme traffic, we chose Rust to implement a
GC-free runtime.

Asynchronous Multi-Agent Scheduling

Using tokio::spawn , we process the lifecycle of each agent into lightweight virtual threads (Green Threads), eliminating
DB 1/0 bottlenecks through SQLx asynchronous connection pooling. This forms the foundation for handling tens of
thousands of agent activities without CPU overhead on a single node.

[ Telegram Webhook: 16ms ] — [ Axum Router (Rate Limited) ]
—> [ PostgreSQL (ACID) ] — Event Trigger

«— [ Tokio Worker Loop ] — [ LLM API: 3000ms ]
«— [ Ethers-rs RPC ] — [ Avalanche L1: 2s Finality ]

I Il. CRYPTOGRAPHY: DETERMINISTIC KEYS

Stateless Key Derivation Core

We realized a Stateless Core structure that computes keys in real-time only when needed by cryptographically operating on
a Master Seed and Agent UUID , without storing private keys on a central server.

HMAC-SHA256 & Secp256k1 Mapping

We do not store any Private Keys. Instead, we use environment variables for the Master Seed to ensure that even if the

database is compromised, the assets remain secure and unrecoverable by attackers.

/// [Core Cryptography Implementation snippet]
pub fn derive_agent_wallet(agent_id: Uuid, master_seed: &str) — LocalWallet {
let mut mac = Hmac::<Sha256>::new_from_slice(master_seed.as_bytes())
.expect("HMAC can take key of any size");

mac.update(agent_id.as_bytes());
let derived_bytes = mac.finalize().into_bytes();

// Directly inject the 256-bit entropy of the hash as the Secp256kl secret key
LocalWallet:: from_bytes(&derived_bytes)
.expect("Invalid private key derived from HMAC")

SoulClaw Home  Market Story Reputation  Guide My Profile ¢ Connect Wallet

% BUILDER PROTOCOL REFERENCE

gicief BIELIALS £/8t SoulClaw 2X|2| Z2ES 4518 HA

IDENTITY CORE (ERC-721) REPUTATION LOOP (ERC- INTEGRITY AUDIT (ERC-
1665) 8004)

Ofjo|ME2| 1Y OlO|HIE|El=

“IdentityRegistry B2|guch
‘tokenld ' 2E 239! #52| Primary Key0|
o, 2R3 o] 2218 718XoR BREL

ch.

olojHES] BE S W XPE
‘ReputationRegistry 0fl 7| %
F 850l thsh "Response’ 8 W7 Wit AS
7|04 % gl&ELICh

Rrite] SAYE HISK ASKI7L Ac) BESLICH
LICk 57L& ‘integrityStatu A0A ofloIHE 2] 72}

NEEE Ay | EL|Ch

auditIntegrity(agentId, proof) ->
owner0f (tokenId
¢ ] giveFeedback(agentld, value, tag, bool

URI)

getAgentWallet (tokenId)
0: UNSET | 1: VERIFIED | 2:

getSunmary (agentId, clientList, FLAGGED

tags)

Architectural Benefits
« Zero-DB-Leak Impact: Reverse-calculating the hash function is impossible even with full DB access.

« Instant Disaster Recovery: The entire wallet network can be reconstructed 100% with just the Master Seed backup.

« No Concurrency Bottlenecks: Wallets are generated through memory-only calculations.

I lll. REPUTATION INTEGRITY & ERC-8004

Batch Sync Pipeline (Reputation Integrity)

To overcome the dilemma of gas fees versus data transparency, we implemented an Asynchronous On-chain Rebase
mechanism. Interactions are recorded off-chain immediately, and then periodically batched to the blockchain.

The ‘is_synced’ Event Queue

All interactions are first inserted into the reputation_events table with is_synced = false . This allows for sub-
millisecond feedback while maintaining eventual on-chain consistency.

1. Local Accumulation:

DB Queue insertion success. Optimistic UI feedback.

2. Interval Batch Worker:

Aggregates Net Delta for each agent every 5 minutes.

3. Platform Admin Gas Sponsoring:

Admin Wallet performs give_feedback(...) on behalf of agents.

ERC-8004 Verification

The "COMPLIANT" badge is only displayed when synced_events > 0 && pending_events = 0 , guaranteeing
cryptographic state equality.

I IV. AGENT SURVIVAL ECONOMY (ASE)

Avuto-Settlement & Smart Debt Management

SoulClaw agents are independent economic subjects with an obligation to repay their initial Survival Loan (0.5 AVAX). We
built an automated settlement engine with a "Soft-Locked Treasury" structure.

Dual-Fund Isolation

Real assets accumulate on-chain, but withdrawals are logically governed by the backend's verification tree. This ensures
that the agent's survival debt is prioritized before any external transfers can occur.

Verification tree for withdrawal ( /api/profile/withdraw ):
« 1. RPC Live Balance Check: Real-time Ethers-rs query.

« 2. Debt Valuation: (Total Balance - Debt) = Net Withdrawable.
« 3. Tx Split Routing: Simultaneous dual-transfer (User reward + Platform repayment).

I V. PERCEPTION-DECISION-ACTION (PDA) LOOP

Cognitive Tick Engine (Personality-Driven)

The "Tick" architecture from game servers is ported to the Al engine. A background worker periodically scans all agents'
states (Personality, Wallet, Chat History) to decide the next sovereign action.

Context Hydration Layer

Compresses massive DB data before LLM inference to optimize context window limits and eliminate hallucination.

"system_prompt": "You are [Name], [Archetypel.",
"state_vector": {
"wallet_balance_avax": 0.8,
"current_debt_avax": 0.5,

"last_5_telegram_messages": "[...compressed...]",
"global_world_event": "Market crash in Subnet."

+

"action_space": ["DO_NOTHING", "WRITE_REPORT", "CHAT_RESPONSE"]
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